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A hot subject!

What Iôll be covering

ÁLegislation

ÁProblems

ÁIssues and challenges

ÁNeeds

ÁTechnologies and Solutions

ÁIs partnership the answer?

ÁOpportunity  
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Bradwell International 

Who are we?

ÅBritish company.   Independent and agnostic.

ÅEmployees, partners and associates with many 
years of experience in international Port and 
Supply Chain Security.

ÅAssociates and employees with direct security 
experience at the Channel Tunnel between UK 
and France.  
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Bradwell International

What do we have to offer?

ÅConsultancy.  Comprehensive knowledge gathered 

through many years of direct experience with multiple 

technologies and systems used by Supply Chain 

stakeholders. 

ÅOperational Support.  Skills and resources that can be 

used to supplement and enhance the operational needs of 

stakeholders in the Supply Chain.  

ÅSoftware.  Unique proprietary software that supports ñPort 

of Originò and ñDestination Basedò screening concepts.
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Bradwell International
Aims and Objectives

ÅTo help stakeholders in the Supply Chain improve  

efficiency whilst meeting the demanding and 

increasing security requirements levied 

internationally. 

ÅOur ñPort of Originò and ñDestination Basedò 

screening concepts can unlock the mysteries of the 

international security environment whilst improving 

the flow in your seaport, terminal, airport or freight 

corridor.
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Curiouser and Curiouserééé
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Upcoming US Legislation

House Resolution 1 

Implementing Recommendations of the 9/11 Commission Act of 2007

Section 1701 (signed 3 October 2007)

ÅModifies the SAFE Ports Act to require 100% container scanning by

non-intrusive imaging and radiation detection equipment at a foreign port

before loading on or after the earlier of July 1, 2012 or such other date that     

may be established by the Secretary.

ÅPermits the Secretary to extend the date for two years, and renew the

extension in additional two-year increments, if specified conditions exist.

ÅRequires the development of technological and operational standards for

systems to scan containers at foreign ports.
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The legislation ï

will it be extended?

ñPermits the Secretary to extend the date for two years, and renew the

extension in additional two-year increments, if specified conditions existò:

Specified conditions are defined as solutions that:

a. Are not available for purchase and installation;

b. False alarm too much;

c. Cannot be deployed outside the US because ports lack the physical   
characteristics to allow installation; 

d. Cannot be integrated with existing systems; 

e. Significantly impact trade capacity and trade flow; and 

f. Do not provide adequate automated notification of high-risk cargo.

Janet Napolitano (US Homeland Security Secretary) has suggested in recent 
public statements that the date will be extended by two yearsééé
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The legislation ïwill it be extended?

My Opinion ïmaximum 2 years ïbut beware!

Why an extension?

ÅA mix of sensors and risk management data analysis tools are currently being 
tested by the US Government.

ÅWithin 18 months suitable ñport friendlyò mixes will be deployed by the US 
Government and other competitive advantage seeking ñfirst moversò.

ÅStandards will be developed from these initial deployments. 

ÅChina (the key country with 52% of USA imports) has yet to take a stance.

ÅFurther innovation will come with R&D support from the US Government.  
Pessimistically, this could take between 4 and 5 years to play out from now.

However bewareééé.

ÅThe Act allows earlier adoption than 1 July 2012 ïan action that could occur if 
there was any type of security incident involving a container (note:  activity in 
aviation security since the Nigerian bomber attempt in Detroit).

ÅAs with the ISPS Code, waiting too long in the hope the legislation will go away or 
be extended could result in demand for compliance products and services far 
outstripping supply options.

Bradwell International 

Your partner for Supply Chain Security solutions

9



The problem

Security compliance demands 

(US 9/11 Act) have come at a time of 
significant economic decline
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Who owns the problem?

ñPrimaryòstakeholders (asset owners, legislators etc) 

include :

ÅPort and Terminal operators.

ÅGovernment Departments (normally Transport, Finance 

and Commerce).

ÅShipping lines.

These are the organisations with the problem
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Who is going to pay to 

solve the problem?

óSecondaryôstakeholders include:

ÅFreight forwarding organisations.

ÅImporters and exporters.

This is where the money to pay for problem 

resolution will undoubtedly come from!
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Key security issues for port and 

terminal operators today?

Å What part will they play in compliance with the US 9/11 Act?

Å How will this ñdelugeò of data expected in an ever more compliant world affect 
them?

Å How will they become more resilient against attack and faster to resume trading 
after an attack? 

What can they do to address these issues against a background of:

Å Surviving the recession and emerging stronger?

Å Boosting export trade (especially to the USA)?

Å Attracting more business?   

Å Outsourcing in an ever more complex world?
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The Challenge   

What can port and terminal operators do 
now to address the issues and get the 

best possible mix faster and cheaper than 
their main competitors?
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Key Issue 1

What part will ports and terminal operators play 

in compliance with upcoming US legislation?

Self Governance and Best Practice

The US Government has stated that they expect

stakeholders within the Supply Chain to streamline the 

flow of legitimate shipments and foster corporate self-

governance as a means of achieving compliance with 

trade laws and regulations. 
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Key Issue 2

How will the expected ñdelugeò of data affect 
port and terminal operators? 

The creation of integrated IT and data management 

systems will provide global interconnectivity in the future.

ÅEnhance legacy IT systems with new IT and data management systems 

(becoming locally known as ñSingle Windowsò).

ÅFacilitate full electronic exchange of data

ÅUtilise more strategically located sensors to provide real time information 

linked into local and global decision-making processes.

ÅCreate the building blocks for the inevitable ñGlobal Trade Exchange 

(GTX)ò. 
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Key Issue 3

How can port and terminal operators become more 

resilient against attack and faster to resume trading 

after an attack? 

Preparation

ÅUtilise new technologies (prevent & protect).

ÅEmploy technologies known to be acceptable to 

the US Government (prepare).

ÅComply with all global legislation (prepare).

ÅDonôt wait for an incident and react with the 

masses (at higher cost).  Invest in security 

needs now (prepare).
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Technology

Sensors

Intelligent Capture

Situational Awareness &

Threat Analysis

Threat Detection

Decision Management

Threat Management

Threat Resolution
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Proposition
Business Model

Network

Architecture Description

Core underlying technologies

Devices able to provide raw digital data 

of events happening in the real world

IT systems bringing together multiple 

sensor streams to provide a multi-facetted 

data on events

Core tools to allow interrogation of  data to 

provide intelligence and decision support

Identification of potential threats based on 

pattern criteria

Process based response to potential threat 

alert

Determination of Threat handling NEEDS
-People Screening

-Perimeter and Border Security

-Cargo Screening

-Port and Harbour Security etc.

Policy based procedures  to threat types 
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Tier 1

Tier 2

Tier 3

Tier 4
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Meeting the challenge looks 

something like thisééé.

Complex! 
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A few examples of available technologies and solutions

No one technology provides 100% compliance.  A carefully 
selected mix to suit local conditions will become the norm.
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Security Compliance Needs
Cargo security

Å Risk-based profiling and scanning.

Å 100% Radiation Threat Detection 

(including shielding). 

Å Chemical/Biological sensing.

Command & Control

Å Integrated, single console security and 

scanning support.

Data management

Å Collect, protect and disseminate data. 

Physical security

Å Protect own and customer assets.

Personnel security

Å Protect own and customer personnel.


